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What sort of evil can we do
Background: Use cases for attacks
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1. Side-chnnel 2. Covert-chnnel



The basic idea
Background: Flush+Reload intuition
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Motivation
• Flush+Relod nd Flush+Flush 
re gret ttcks on x86

• But they re  decde old

• Modern systems re more complex
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Fig. 1: Histograms on a 2⇥Intel Xeon Gold 5218 system (Cascade Lake X). Hits
are in blue, filled; misses are in thick outline red.

both Intel and AMD. Our goal is to determine the source of variability in Flush+
Flush and Flush+Reload attacks on multi-socket systems and determine the
performance achievable under various attacker models. Our main hypothesis is
that accounting for these sources of variability greatly improves attack accuracies.
We also hypothesize that Non-Uniform Memory Access (Numa) was the dominant
source of variability, which is supported by our preliminary data. Under that
hypothesis, these results can then improve the quality of data collected using
these primitives for further microarchitecture reverse-engineering works. The
insights can also help better understand the behavior of Numa caches regarding
cache attacks, which then benefits defensive research.

Our empirical study finds that Numa-aware attacks are feasible in userland,
and our Numa-aware Flush+Flush often shows a 10⇥ improvement over a
topology-unaware Flush+Reload. On a dual-socket AMD Zen 3 (Genoa) system,
the naïve implementations of Flush+Reload and Flush+Flush exhibit average
error rates of 23% and 16.7%, respectively. In contrast, the Numa-aware Flush+
Reload achieves a reduced error rate of 15%, while the Numa-aware Flush+Flush
further improves accuracy, with an error rate of less than 1%.

We can already report the following findings:
1. Numa is a major contributor to load and clflush execution timing on

multi-socket platforms.
2. Numa-awareness is key to running accurate Flush+Reload and Flush+Flush

attacks on multi-socket systems.
3. Flush+Flush is a viable attack on most modern x86 systems, both single-

and multi-socket, and often yields better results than Flush+Reload.
The remainder of the paper is organized as follows: In Section 2, we review

related work, then Section 3 shows how Numa is the dominant contributor to the

Histograms on a 2×Cascade Lake X system.

Hits are in blue, filled; misses are in thick outline red.
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Background: Modern NUMA x86 systems
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Cross-socket attacks
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A broad survey
Contributions

• Current stte of Flush+Relod nd Flush+Flush ?

• Error predictions nd clibrtion dt

• Covert Chnnel Performnce

• A new Covert Chnnel, Lod/Flush+Relod
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1. Mesure execution times for ll topology configs (ttcker, victim, trget)

2. Build histogrms & Find Threshold(s)

Finding the best threshold to distinguish between cache states
Background: Calibration

8
Guillaume Didier, Clémentine Maurice: Calibration Done Right: Noiseless Flush+Flush Attacks. DIMVA 2021
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Topology-unaware attack
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Global Reload Histograms on a 2×Cascade Lake X system. Hits are in blue, filled; misses are in thick outline red.
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NUMA-aware attacker

10Reload Histograms on a 2×Cascade Lake X system. Hits are in blue, filled; misses are in thick outline red.

Split by 
NUMA nodes

Global histogram (all A×V×L)
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Topology-aware Attacker

11Reload Histograms on a 2×Cascade Lake X system. Hits are in blue, filled; misses are in thick outline red.
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addresses

Global histogram (all A×V×L)

A few of the most precise, one A×V×L
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A few examples
Covert Channel Benchmark Results
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1×Arrow Lake (8P + 12E)

Die shot from https://www.techpowerup.com/img/P3NjCzBEYcfZk5Fe.jpg



A few examples
Covert Channel Benchmark Results
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2×Zen4 EPYC

Die shot from https://wccftech.com/amd-epyc-genoa-zen-4-cpu-pictured-in-all-its-glory-12-ccds-featuring-up-to-96-cores-massive-iod/



A large data set
Results

• 36 mchines
• 25 two-socket servers
• 11 single-socket mchines

• Artifct contining:
• Appendix with ech mchine’s:

• Clibrtion histogrms
• Error prediction for ll ttcker model
• Covert chnnel error rte nd cpcity het mps.

• Code
• Rw dt File
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https://doi.org/10.5281/zenodo.17485252
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Flush+Reload Works Works Works unknown unknown
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Summary

• Topology hs  lrge impct nowdys

• Flush+Flush often better thn Flush+Relod

• A new optimised covert chnnel: 
Lod/Flush+Relod (LF+R)

• Don’t let the kernel NUMA reblnce you

15

Future work

• Use the dt to reverse-engineer?

• Prefetch instruction bsed ttcks?

• End to end, DVFS robust ttck?

Topology-
unaware

Topology-
unaware Topology-unaware

Topology-aware Topology-aware

Topology-aware

Topology-awareNUMA-aware

NUMA-aware NUMA-aware

Various images and icons  by flaticon, freepik et al.  https://www.flaticon.com/free-icons/

https://www.flaticon.com/free-icons/


Load/Flush+Reload (LF+R)
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Load/Flush+Reload (New)

• New Covert Chnnel primitive: 

• Compre: 

• Shred Lod  

• Invlid Lod 

• Much better thn 
Flush+Relod / Flush+Flush


