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Background: Use cases for attacks

What sort of evil can we do

1. Side-channel 2. Covert-channel
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Motivation

. Flush+Reload and Flush+Flush
are gredt attacks on x86

- But they are a decade old

- Modern systems are more complex

Hits are in blue, filled; misses are in thick outline red.
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Hits are in blue, filled: misses are in thick outline red.
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DO they WOl’k CIOSS'SOCket? Histograms on a 2xCascade Lake X system.
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Backgrouna: Modern

— ' ' - \

L2 | 3 L2 | 3 L2 13 Y | B L2 | 3 L2 L2 |3
-- Slice -- Slice -- Slice | | - Slice -- -- Slice
‘ Core ‘ + Dir ‘ Core ‘ + Dir ‘ Core ‘ + Dir ? Cor; + Dir ‘ Core ‘ ‘ Core ‘ + Dir

v L2 L3 E } g L2 L3 v

emory . S S . SMOory
Controller -- SI|C§ g %’-- SI|C§ Controller
‘ COre ‘ + Dir 5 ‘j 5‘ COre ‘ + Dir
LIS

L2 || L3 L2 [ 13 L2 |l 13 ‘{ ‘ L2 || 13 L2l 13 L2 || 13
-- Slice -- Slice -- Slice «l‘ ‘ -- Slice -- Slice -- Slice
Izi" + Dir ‘ Core ‘ + Dir ‘ Core ‘ + Dir 1 ‘ ‘ Core ‘ + Dir ‘ Core ‘ + Dir ‘ Core ‘ + Dir

e — —- e e _ ",_,_ — e .
NUMA Node (Non-Uniform Memory Access) NUMA Node

All those cache have to be kept coherent!

Per-socket directories, and cross-socket coherence protocols
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(Cross-socket attacks
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Contriputions

A broad survey

. Current state of Flush+Reload and Flush+Flush 7

- Error predictions and calibration data
- Covert Channel Performance

- A new Covert Channel, Load/Flush+Reload



Background: Calipration

Finding the best threshold to distinguish between cache states

1. Measure execution times for all topology configs (attacker, victim, target)

2. Build histograms & Find Threshold(s)
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Guillaume Didier, Clémentine Maurice: Calibration Done Right: Noiseless Flush+Flush Attacks. DIMVA 2021
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Covert Chan

A few examples
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Figure 4: Core to core covert channel error rates (log. scale) and true capacity for ARL, variable frequency

1xArrow Lake (8P + 12E)
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A few examples
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(k) Flush+Flush, TA, True Cap.
Core to core covert channel error rates (log. scale) and true capacity for musa, variable frequency

(j) Flush+Reload, TA, True Cap.
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Results
A large data set

- 36 machines
. 25 two-socket servers
- 11 single-socket machines
. Artifact containing:
. Appendix with each machine’s:

. Calibration histograms

. Error prediction for all attacker model
. Covert channel error rate and capacity heat maps. https://doi.org/10.5281/zenodo.17485252

- Code
. Raw data File
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Summary
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Flush+Reload Works Works Works , unknown unknown
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, Intel Single-Socket AMD £ Intel AMD |
: Client Server Single-Socket Multi-Socket Multi-Socket !

Flush+Reload}

Flush+Flush

Topology has a large impact nowadays Future work

Flush+Flush often better than Flush+Reload . Use the data to reverse-engineer?

A new optimised covert channel: « Prefetch instruction based attacks?

L.oad/Flush+Reload (LF+R)

DVES robust attack?

« Endtoend,:

Don't let the kernel NUMA rebalance you

Questions?

Various images and icons by flaticon, freepik et al. https://www.flaticon.com/free-
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https://www.flaticon.com/free-icons/

Load/Flush+.

- New Covert Channel primitive:

$

- Compdre:
- Shared Load
- Invalid Load
- Much better than
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